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JEKAH
17.01.2025. roaune

OBABEUWITEWBE

Y cknany ca unanom 84. 3akoHa o BHCOKOM obpaszoBamwy (,,CiykGenu rnacHuk PCY, Op.
88/17, 27/18 - np. 3akoH, 73/18, 67/19 u 6/20-ap. 3akomu, 11/21-ayTeHtiano Tymauee, 67/21,
67/21-1p. 3akon u 76/23), unanom 176. Cratyra Yuusepsutera y Humy (,,I nacHuk VHnBepsnTeTa
y Humy™ 6p. 1/24, 4/24 w 5/24), unanom 142. Craryra Enextpouckor ¢akyntera y Huwy u
uinaHom 17. TlpaBuiHuka O ycioBMMa, Ha4HHY W MOCTYNKY CTHLAHKA 3Baka W 3aCHUBAMA PagHOr
oAHoca capajHika Enexktponckor ¢akynrera y Huwy, Mssewtaj Komucuije 3a nucame u3BelnTaja
0 NpHjaB/bEHUM YYECHHLMMA HA KOHKYPC KOjH je o6jaBiben nana 21.12.2024. roauie y JHEBHOM
aucty ..Haposne HopuHe™ 3a u360p jedHo2 capadnuka y 36are acucmenm 3a ycy Hayuny odaacm
Pauynapcmeo u undpopmamura (kanoudamxurwa macm. unxc. Mapuja Munoweguh) nanasy ce
y bubnnoreun Enextponckor dakynrera y Huimy u Moxke ce norneaatu o 01.02.2025. roaune.

M3BewmTaj ce Moxe norsienat u Ha cajry ®axyarera (Mupopmanuje/ ObaBemrema/
H360pu y 3Bama 2025).

[IpumenGe na nasenenn M3pemtaj noctaibajy ce aekany MakyaTeTa y Harpej HaBeeHOM
pOKY.
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HW350PHOM BERY EJEKTPOHCKOI' ®AKYJTETA Y HUIITY

Ipeamer: Hspemraj Komucuje 0 npujaBkeHIM KaHamaaTHMma 3a u300p jETHOT capajiHiKa Yy 3Bakbe
acHCTEHT 3a Y)Ky Hay4Hy oOmacT PauyHapeTBo 1 mHdopmaTHka.

Omnyxkom HsGopuor seha Enexrpockor dakynrera y Humy, 6poj 03/01-003/24-038, na cemuuim
oapikaHoj 26.12.2024. roamHe, MMeHOBaHa je Komuenja 3a nucame wu3gemtaja o npujaBbeHHM
KaHIUIATUMa 33 U300p jeIHOT capajHUKa y 3BaEe ACHCTEHT 33 YKy HAy4Hy 06JacT PauynapcTo u
vHpOpMaTHKa, IO KOHKYPCY KOjH je Enextponcku ¢akynrer y Himmy o6jaeuo 21.12.2024. romuse y
AHEBHOM JHCTY ,,HaponHe HoBHHE™, y cienieheM cacragy:

1. p Baaaumup hupuh, penosuu npodecop Vuueepzurera y Huuty, EnekrpoHckor daxynrera y
Huwmy (ysxa nHayuna obnact PauyHapcTeo 1 mH(OpMATHKA), IPEICeIHHK Komucuje;

2. Jp Mean Munenrtujesuh, penoan npodecop YHurepsutera y Huy, Enexrponckor ¢akynrera
y Humy (yxa nayuna obnact Pagynapcteo u uadopmatika) u

3. Jp Ceerosap Pamuuh, Banpennu npodecop Yuupepsurera y Huwmy, Tlpuponno-matematuukor
(axynrera y Humy (yxa Hayuna o6nact Payynapcke Hayke).

Ha ocHoBY yBHzia y KOHKYPCHH MaTepHjail KaHauiaTa Koje je JocTaBmna ciayxba dakyntera, Komucuja
noaxocu M3boprom ehy Enektporckor dakyntera y Humy ciienehu

HU3BEIITAJ

Ha konkype, objaeben y nHeeHoM snety ,,Hapojse Horume®, mama 21.12.2024. rommme (Tauka 4) 3a
u300p jeNHOr capanHHMKa y 3Bame ACHCTEHT 3a Y/KY HAy4HY 00JacT PauynapctBo W unHpopmarnka
NpHjaBuia ce jeJHa KaHAWJATKHIbA, MACT. HHIK. Mapuja Muaomepnh, CTYIeHT IOKTOPCKMX
aKajieMckux ctyauja Ha EnexkrponckoM gakynrery y Hunry. [Ipujasa je moamera 30.12.2024, u 3apesena
noz 6pojem 03/01-069/24.

1. BUOI'PA®CKHU MMOJALIA

a) JInunn mogann

MacTep HHKemep eneKTpoTexHHKe W padyHapcTBa Mapuja Mimtomesuh pohena je y Beorpany
20.12.1996. romune. TpeHyTHO kuBH U pany y Humy.



6) IMoaanu o KocagammbeM 00pa3oBamy

Mapuja je 3apumia ocHOBHy mkony ,,Csetn Casa™ 2011. roqwmne, kao 1 ruMHasujy ,,bopa Crankosuh*
2015. romuse y Humy. [To 3aBpiieTKy OCHOBHOT M Cpelliber 00pasoBatba 10/e/beHa joj je AnmioMa »BYK
Kapayuh®. Bucoko obpazopame cTekna je Ha EqeKTpoHCKOM akynrety y Huuty, Ha cmepy PauyHapcTBo
u undopmartuka. Junnomupaia je 10.10.2019. ronune oaOpaHHBLIM JMIUIOMCKH Paji MOX HA3HBOM
,JIpojekToBaibe W HMIUIEMEHTallkja BeO aruMkalyje ¢ MOJPLIKOM 33 OAuth npoTokoI™ OLEHEHHM
ouenom 10 u npoceurom oueHom 9,86 TokoM cTynuja. Mactep akanemcke CTY/Mje ynucana je MKOJICKe
2019/2020. roauHe, Ha Moayny besbemmoct pauyHapckux cuctema. OnOpaHMBLIM MacTep pal Mol
HasuBOM ,,IIpojexToBame W MMIUIEMEHTALHMjA CHCTEMa 3a JeTeKUMjy Halaja 3aCHOBaHOI Ha TyOOKOM
yaewy®, 15.07.2021. roauHe CTUYE 3Barbe MacTep WHXKEHEpA E€JICKTPOTCXHHKE W padyHapcTea, C©
npoceysom oueHom 10,00 Tokom cryamja. TpeHyTHO je cryjeHt Tpehe roauHe AOKTOPCKHX aKaleMCKHX
cTyanja Ha Enextponckom dakynrery y Humly, Ha cmMepy PauyHapcTBO i MHOpMATHKA Ca IPOCEYHOM
otuteHom 10,00.

B) ITpodecnonaina Kapujepa

Mapra 2022. roause, Mapuja je nsabpana y 3Bambe acHCTEHT 32 YIKY HayqHy obJiact PauyHapcTBO M
uHpopmatuka Ha EnextporckoM ¢axynrery y Huuy. Ox tana y4ecTBYyje Y pealu3alliji pauyyHCKUX U
naGopaToOPHjCKUX BEKOW HA MPEAMETHMA AJNTOPHTMH W NPOrpaMHpare, APXHTCKTYpa U opraHuzaLiuja
pauyHapa 1, Opranuzammja padyHapckux cuctema, [lapanennn cucremu u  PadyHapcke Mpexke Ha
OCHOBHMM CTY/IHjaMa, a y Pean3aliji pauyHCKHX BexOu u3 npeaMera bezdeHocT padyHapeKux Mpeska
Ha MacTep cTyadjama. Unman je madoparopuje 3a HampenHe Gesbeanocne crcreme npu Karempn 3a
pauynapctro Enekrponckor gaxyntera. [loues on anpuna 2022, roMHE aHT@KOBaHA je y paay Ilucko
akazemuje npu Enektponckom dakynrety y Huiry kao HHCTPYKTOP. AHraXkoBaHa je u y paay Ethical
Hacking xiy6a npu EnektpoHckoM (aky/lTeTy o7 Herosor ocHuBama 2023. roamhe. O0/1acT HBeHor
ucTpaXkupama oOyxpaTa 0e30€HOCT padyHapcKMX CHCTEMa M MpEKa, JTUCTpUOYMpaHe M TapaiesiHe
CHCTEME, MAIITHHCKO Yuethe H IyOOKO yueHe.

Mapuja je aHrakoBaHa Ha 00aBJbarby Hay4HOMCTPAKMBAYKOL Paja Ha OCHOBY YroBopa o peanuzauuju 1
(puHaHcupamwy HayuHonctTpakupadkor paga HAO ca MEHHCTapCTBOM HayKe, TCXHOJIOMIKOT paseoja u
uHoBaija. TpeHyTHO je aHraxkoBaHa Kao MCTpakuBau Ha npojekry Al Sentinel: Enhancing
Cybersecurity Through Artificial Intelligence (SENTAI)“ y okeupy NATO Science for Peace and
Security (SPS) nporpama. O 2022. roauHe uiaH je MehyHapoIHOT YAPYKEHha HHKEHEpa CJICKTPOHUKE H
enexrporexunke IEEE, kao u weroux Women in Engineering u Communications Society npyumTaa.
PesoBnu je wian Maruuie cpricke. Perersent je mehyynapoanor uaconmca Computers & Security ol 2022,
rognHe, kao u MehyHaponne kondepenuije ICETRAN u cTynentcke KoHpepeHiuije IEEESTEC.
Axtienn je wian COST akumje CA22104 , Behavioral Next Generation in Wireless Networks for Cyber
Security (BEING-WISE)“, riie yuectByje y akTiBHOCTHMA paanux rpyna WG3 u WG4 u zieo je TMMa 3a
JMCeMHHALM]Y pe3yaTaTa akuuje. Y OKBHpY OBe akimje, obasuna je kpahu cTynujcku OopaBak Ha
dakynrery School of Computer Science, University College Dublin y Jlabmuny, y Hpckoj y majy 2024.
roanHe, y TOKY Kora je ca WCTpakmMBauMMa u3 jladopatopuje 3a 0e30elHOCT chcTema capahuBaia Ha
TeXHHKaMa yIpy/KeHOT yuerwa H 6G Texronoruja. buia je momasHuk Tpu TpeHUHT Kose, 2022., 2023. u
2024. romune y oprammsammjn COST aximmje CA19135 “Connecting Education and Research



Communities for an Innovative Resource Aware Society (CERCIRAS)”. ¥V mikosckoj 2022/2023. roaunn
AKTHBHO je Y4eCTBOBala y MpPOMOLWjM pana dakynirera. Uian Jje Mence. OIIMYHO Blafa €HITIECKHM
JE3MKOM, a CITy)H Ce UTATHAHCKHM W HEMaYKUM J€3UKOM.

r) Harpaje, npusHama n crunenauje

* Harpana ,./locuteja* MuHHCTapeTBa OMIAIMHE U CITOPTA Peny6mike CpOuje 3a mocTurHyT yerex
Ha pery0IM4KOM TaKMUYery 13 uctopuje 2014. roause;

* [IloxBanuuua 3a NOCTHTHYTE M3y3eTHE pesynrate Enekrtponckor dakynrera y mpeoj romuu
OCHOBHHX aKaJeMCKHX cTyauja 2015/2016. roaune;

 [IloxBanHuua 3a nocTHrHyTe m3ysetHe pesynrate EjekrpoHckor $akynrera y npyroj rogunm
OCHOBHHX aKaJleMCKHuX ¢ty ija 2016/2017. roaune;

¢ [IloxBanuuua 3a NOCTHTHYTE W3Y3€THE pE3yJTaTe Enexrponckor dakynrera y tpehoj romman
OCHOBHHUX aKaJleMCKMX cTyadja 2017/2018. roaune;

* [lloxBanHnia 3a MOCTUrHyTe M3y3eTHe pesynTate EnexTponckor (axynrera y 4eTBpTOj rojuHu
OCHOBHMX aKajeMCcKuX cTyauja 2018/2019. roauue;

e ,Crunenanja 3a u3y3eTHO HalapeHe YYEHWKE H CTYHEHTe™ MunwcTapeTBa npocBere, Hayke H
TEXHOJIOWIKOT pa3Boja Pemybmuxe Cpbuje y nepuoay oa 2014, 10 2020. roauue;

* [Iloeema Enexrponckor dakynrera 3a Haj6osbe m3palien mactep pax y mkoickoj 2020/2021.
rOJIHHY;

e llynuxoea Harpana Maruiie cpricke™ 3a MacTep pax, gonessena 2023. TOJUHE;

* Harpana 3a Haj6ossu pag mnanor werpakupaua ,, The Best Young Researcher’s Paper y cexumju
Pauynapcka TexHuka n MHbOpPMaTHKa Ha MHTEPHALMOHAIIHO)] koHpepeHuunju ICETRAN 2023;

* Ounancuparse (STSM — Short-Term Scientific Mission) ox crpane COST akmmje CA22104 3a
kpahw cryaujckn 6oparax y School of Computer Science, University College Dublin, y Jlabauny,
HUpcka.

2. MPELVIEA 1 MULLBEIE O JOCATAINBEM HAYYHOM H CTPYYHOM PAJY
KAHJUJATKHIHE

Kannunatkutba je aytop 1 koaytop 2 pana koja cy objaBibeHa Y BPXYHCKHM MeljyHapoaHuM yaconicuma
U 5 pazioa KOju Cy CaoNIITEHH Ha CKYMoBUMa o MeljyHapoasHor 3Hayaja.

a) Pajoen y Bpxynckum mehynapogunm uaconncuma (M21):

al. Marija S. Milosevic, Vladimir M. Ciric, “Extreme minority class detection in imbalanced data for
network intrusion”, Computers & Security, Volume 123, 2022, 102940, ISSN 0167-4048,
https://doi.org/10.1016/].cose.2022.102940.

a2. Vladimir Ciric, Marija Milosevic, Danijel Sokolovic, Ivan Milentijevic, “Modular deep learning-
based network intrusion detection architecture for real-world cyber-attack simulation”, Simulation
Modelling ~ Practice and Theory, Volume 133, 2024, 102916, ISSN  1569-190X,
https://doi.org/10.1016/j.simpat.2024.102916




6) PagoBu o0jaB/beHu i NPe3EHTOBAHH HA MehYHAPOAHHM CKYyNOBHMA (M33):

61. V. Ciric, M. Milosevic, L. Mladenovic and 1. Milentijevic, "Clustering and Visualization of Network
Security-Related Data using Elastic Stack," 2023 10th International Conference on Electrical, Electronic
and Computing Engineering (ICETRAN), East Sarajevo, Bosnia and Herzegovina, 2023, pp. 1-5,
https://doi.org/10.1109/IcETRANS59631.2023.10192106.

62. M. Milosevic, M. Spasic and V. Ciric, “Design and Implementation of a Lightweight Application for
Network Overload Monitoring”, 2023 10th International Conference on Electrical, Electronic and
Computing  Engineering (IcETRAN), East Sarajevo, Bosnia and Herzegovina, 2023,
https://www.etran.rs/2023/en/proceedings.

63. M. Milosevic, V. Ciric and I. Milentijevic, "Network Intrusion Detection Using Weighted Voting
Ensemble Deep Learning Model," 2024 11th International Conference on Electrical, Electronic and
Computing Engineering (IcETRAN), Nis, Serbia, 2024, pp. 1-6,
https://doi.org/10.1109/IcETRAN62308.2024.10645137.

64. M. Milosevic, V. Ciric and 1. Milentijevic, "Intrusion Detection System for Multiclass Detection
based on a Convolutional Neural Network," 2024 IEEE 22nd Mediterranean Electrotechnical Conference
(MELECON), Porto, Portugal, 2024, pp- 1275-1280,
https://doi.org/10.1109/MELECON56669.2024.10608514.

65. V. Ciric, A. Milojkovic and M. Milosevic, "Autoencoder-Based Network Intrusion Detection on
Multiple Datasets,” 2024 IEEE 22nd Mediterranean Electrotechnical Conference (MELECON), Porto,
Portugal, 2024, pp. 1281-1286, https://doi.org/10.1 109/MELECON56669.2024.10608696.

2.1 Anaausa HAYYHHX pagoBa

VY pamy al 1pojeKTOBaHH Cy M HMIUIEMEHTHPAHW MOJEIN nyGOKe HEypOHCKE MpesiKe, y3 BapHjaluje
mapamerapa, y IIby e(uKacHe AeTeKuMje MpeKHMX Hamaja. Jlara je u JMCKYyCcHja pesynrTara ¢
HArJIaCKOM Ha KJace Haraja Koje TpeicTaBsbajy jako Majid yleo y CeTy 10jaTaka, a Koje Cy KOMILIETHO,
WIH CKOPO KOMTIIETHO, NETEKTOBaHe TpeHupaHum moenuma. [lokasaHo je na ce AeTeKlfja CKCTPEMHO
MaiX Kiaca 00aBba ¢ MOTHYHOM TNperm3Holifly jep 1ocToje KapakTepuCcTHKE Mojaraka rno Kome cy
KJ1ace MOTITYHO JIMHEApHO Pa3/IBOjUBE.

Paj a2 ce GABH MPOjEeKTOBAIBEM H MMIUICMEHTALIM]OM MOJIy/IapHE apXUTEKTYPE 3a JETEKIH]y Hallaja Kpos
KOjy MOTY Ja ce CHMyJupajy cajep Haraiu, y IUiby eBajlyalje crocoOHOCTH apxuTektype. Opa
apXUTEKTYpa TOCTaBJ/beHa je y BHPTYaIHO OKpYKEHme Kako OM ce CHMylauuja Hanaia Bpuinia
KOHTPOJINCAHO. TIPE/ITOKEHH CHCTEM KOPHCTH MOJIEN BELITAYKe MHTE/IUTeHIH]e TPEHHPaH Ha jenHoM ol
HOBMjUX CCTOBAa MojaTaka 3a CBOj MOAYN 3a NCTEKUHjy Hamana. Jlate cy /ge CTyaMje ciydaja Koje
MOKa3yjy Kako KoMOMHAIMja BUPTyalH3aliMje ¥ MO/yJIapHOCTH MOTY KpeupaTH nodap anar 3a [poLeHy
KapaKkTepHUCTHKA U [IOHAIIaka 0e30eIHOCHHX CHCTeMA.



YV pany 61 mpemnaxe ce apxuTeKkTypa cHcTeMa 3a K/laCTepusallijy, BU3YeNu3allljy W aHaJIu3y
OesbennocHUX MpekHuX noaataka kopumhemem Elastic Stack OTBOpEHHX Mpouseoaa. Jlata je ctyauja
CIy4aja Koja MpHKasyje NOHallabe MPeLToKeHOr CHCTEMA Ha IIPUMEpY ,,portscan” Hamaza.

Paz 62 ce GaBu mpojekTOBabEM W HMILIEMEHTALIMOM JECKTOIT aryiMKalje 3a Haarienamwe ontepehema
Ha MPEXH Koja He 3aXTeBa MHCTA/IALUjy areHaTa i 3aCHHUBA CE HA OCHOBHHM MPOTOKONHUMA payvyHapcKHx
Mpexka. Llnb OBOr pellera je ONaKmATH MPEXKHHM aIMHHHCTPATOPHMA HAIJIE[AME Mpeke, y3
anMKaImjy Koja He 3axXTeBa IPEBHINE Pecypea a YCHelIHO BU3yenm3yje myT caobpahaja Kpo3 Mpexky.
Crynuja ciydaja nata je Ha cermeHTy Mpeske EnekTpoHcKor (akynrera y Huy.

Y pany 63, UMIIEMEHTHPAH je anropuraM Iiiacama ¢ moryhxowmhy none/buBama pasiIMuUTHX TEKHHA
r1acaquMa, y Huby Oosbe JeTeKlMje Hamaxa Ha padyHapcke Mpeke. AJNTopHTam je TectupaH Ha
PA3HYATHM  MOJIE/THMA  HEYPOHCKHX MpeXka, y3 Bapupame Opoja riacaua, CTPYKTYpe Mouena u
OYCKUBAHHMX KapaKTEePUCTHKA Y/Ia3HUX NojaTaka. biTHa kapakTepucTHka cicteMa je aa je Moryhe nmaru
rjacade KojH O4eKyjy pasmuuut dopmar ynasHux nopataka. Jlata je aHanmsa pesyiraTta Koja Iokasyje
MPEIHOCTH MPEATIOKEHOr ANrOpUTMa y BUIy 00Jb€ MPEIM3HOCTH JeTeKIlje Hallada U 1aTh Cy TpeIosn
3a yHanpehemwe anropurma.

Pan 64 ce dokycrpa Ha KOHBONYLIMOHE HEYPOHCKE MPEKE U EHXOBE CMOCOGHOCTH 1a JIeTeKTYjy Hanaje
Y BHIICKIACHOM CHCTeMY. V3 BapHjallije IMMEH3H]a yIa3HUX MOJIaTaKa U XUIleprapaMeTapa, KpenpaHo
Jje 24 monena koju cy TpeHupanu u tectupanu Hax CICIDS-2017 cetoM nojaTaka. Jato je nopeheme ¢
DNN monesioM rie ce yodara Ja je npeano:keHu Mozel 60JbH Y JIETEKUM]H KJlaca ca MajluM YJIElIoM Y
BUIIEKIACHOM HeOaTaHCHPAaHOM CETY MojiaTaka.

b pana 65 je netpaskupame MoryhHocTH ynoTpe6e ayToeHKOIEpa Y CHCTEMHMMA 3a JETEKLH]y Hamaja.
Kpeupate cy Tpu apXurekType, Koje Cy TpPeHHpaHe W TeCTHpaHe Ha TPH pasiHuuTa pedepeHTHa ceta
MPeKHUX  rofataka. HacyprnoT TexHnkama HaarieaHOr yuera, AayTOEHKOAEPM CY TPEHHpAaHW
HOpPMaJIHUM MpexHHM caobpahajem, unnehn cee mocrojehe kiace nanana 1o cana HeruheHum (zero-day
attacks). Ilokasaro je na maums y3zopkoBama cao6pahaja 1 hopMuparma mberoBix KapaKkTepHCTHKa Mrpajy
3HAYAjHY YJIOTY Y KBAJIMTETY CHCTEMA 3a JIeTeKLMjy Ge3upannx Ha ayTOEHKO/IEpUMa.

MUIIVBEILE O HCITYIbEHOCTH YCJIOBA 3A U3BOP ¥V 3BAIGE

Ha ocHoBy yBHZIa y MOJHETY KOHKYPCHY IOKYMEHTAIIM]y, IPETXOHAX PE3yJITaTa y TOKY CTY/Hja Kao H
[EAArOWKUX CMOCOOHOCTH NMOTBPHEHHUX Y HACTABHOM TPOIICCY TOKOM MPETXOIHOT M3GOPHOT NepHoja,
Komuicija cmatpa na mact. mak. Mapuja Munomesnh nerymaea cee ycliose 3a u300p y 3Barbe ACHCTEHT
3a YKy HayuHy oOmact Pauynapcteo u mHpOpMarmka, Koju cy npexeuljeHH 3aKOHOM O BHCOKOM
obpasosamwy Pemny6muke CpGuje, Ctatyrom Enextponckor dakynrera y Humry u IIpaBunnukom o
YC/IOBMMA, HA4YMHY W IIOCTYIIKY CTHLaIha 3Baiba i 3aCHUBAMKa PAJHOT OHOCA capajHuKa EnekTpoHcKkor
daxynrera y Hurmy.



MPEAJIOI 3A U350P KAHJAHJATA Y 3BAILE

Ha OCHOBY CBera MpeTXOIHO HABEEHOT, I€ CE 3aK/by'yj€ 1 KaHIMIAT MacT. HHXK. Mapuja Munouwesuh
HCITyH-aBa YcloBe 3a W300p y 3Bame acucTeHT, KomucHja mpeiake H3dopHom Behy EnexkrtpoHckor
dhakynTeTa na ce mMact. HiK. Mapuja Mustomesuh n3adepe y 3Baibe aCHCTEHT 3a YIKY HAYIHY obnact
PauyHapcTBO U MHPOPMATHKA.

VY Humry, 17.01.2025. roaune

Yaanosu Komucuje:
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JIp Brnagmvup Rupuh, petosan npodecop
Yuusepsuter y Humy, Enexrponcku dakyarer,
yka HaydHa obact PauyHapcTBO U HHpOpMATHKA

Jp Uean Munentujesuh, peiosHn npodecop
Vuusepsurer y Humry, Enexkrponcki dakynrer,
yika HayuHa oOnact PauynapcTro u undopmarTuka
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Jlp Ceetosap Panunh, BaHpeanu npodecop
Vuugepsurer y Huury, IIpupoano-maTeMaTHUKH
(akynTeT, yiKa Hay4qHa objacT PauyHapcke Hayke



